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Outline

• What?
– Black Swans and a national history of reactive infrastructure improvements
– Black Hats and the GNSS/GPS problem
– A Green Tomorrow and changes on the way

• So What?
– Impacts of disruptions
– Potential solutions
– Pay me now or pay me later

• Now What?
– What’s New and Relevant?
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Q: Why can’t we just be happy with GPS?

A: Black Swans,
Black Hats, and
a Green Tomorrow
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Black Swans, Reactive and Proactive Responses

A metaphor that describes 
an event that comes as a 
surprise, has a major effect, 
and is often inappropriately 
rationalized after the fact 
with the benefit of hindsight1.

Black
Swan

1Source: https://en.wikipedia.org/wiki/Black_swan
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New London TX School Explosion

• Rules for odorized gas
Outcome

• Natural gas explosion levels elementary school (March, 1937)

• More than 300 students and teachers died

1

1Source: https://en.wikipedia.org/wiki/New_London_School_explosion
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Exxon Valdez Oil Spill

• Rules for Captain and crew rest
• Rules for keeping collision 

avoidance radar operational 

Outcome

• Exxon tanker crashes off Alaskan coast (March, 1989)

• Affected 1300 miles of coastline, 200 miles heavily

2

1Source: https://en.wikipedia.org/wiki/Exxon_Valdez_oil_spill
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Cerro Grande Fire

• Los Alamos, NM controlled burn goes awry (May, 2000)

• 400 homes lost in Los Alamos, NM

Outcome
• Rules for when controlled 

burns can be scheduled 
(not during windy Spring)

3

1Source: https://en.wikipedia.org/wiki/Cerro_Grande_Fire
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Securing Against Black Hats and Bad Actors…

• Redundant & Resilient
– Multiple reference paths
– Best Master Clock across multiple Master 

Nodes

• Secure
– Jamming (e.g., terrestrial redundancy)
– Spoofing (e.g., terrestrial, quantum, MACsec)
– Cyber (e.g., quantum, MACsec)
– Physical (e.g., badged access) 

• Scalable
– Hierarchical design 

• Precise & Traceable
– IEEE standards-based
– Traceability/verifiable with NIST

The Need: Insulate the power grid’s synchronized 
timing requirements from bad-actors intent on 
disrupting GPS
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Transitioning To a Green Tomorrow

Fault location, isolation, and service 
restoration (FLISR) – A key part of 
improving power system reliability

• “Fault Location, Isolation, and Service Restoration Technologies Reduce Outage Impact and Duration - Smart Grid Investment Grant Program,” 
Tech. Rep., Electricity Delivery & Energy Reliability, U.S. Department of Energy, Dec 2014.

• Visualization of data from the US DOE-managed US National Power Outage dataset: https://www.jaywait.com/work-1/project-two-mdjty

Timing is already important for… 
National Power Outages (2003–2021)
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The Cost of a Green Tomorrow (part 2)

Our transition to clean energy, 
including rapid assimilation of 
renewables and Distributed Energy 
Resources, increases our need for 
Situational Awareness Th
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Source: U.S. DOE Quadrennial Technology Review 2015 – Chapter 3, Figure 3.2 (https://www.energy.gov/quadrennial-technology-review-2015)

The Grid is Becoming a Wide-Area Network

Timing’s importance is growing… 

https://www.energy.gov/quadrennial-technology-review-2015
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GPS
A Dynamic Power Grid Requires Time-Awareness
And Today, That Time-Awareness Comes Via

• PMU derived situational awareness is achieved 
through time-synchronization

– Standards call for 1000ns uncertainty from UTC

• Accomplished today via low-cost GPS-based 
solutions
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Concerns about Vulnerabilities of GPS

• The ubiquitous power grid 
application currently depends 
on civilian GPS technology 

• The power grid is critical 
infrastructure and must be 
able to withstand 
sophisticated, and potentially 
state-sponsored, multi-actor 
attacks
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Impact of timing disruptions

•Best Case: 
– Blocking of protection function due to erroneous or loss of synchronization 

•Worst Case: 
– Mal-operation of protection system including unnecessary switching of 

transmission circuits, cascading failures, and/ or damage to assets 
– Consequences beyond the power grid are even more grievous: a 30-day 

GPS outage: > $1B / day loss to US economy (50% in telecom) [1] 

[1] A. O’Connor et al., “Economic benefits of the global positioning system (GPS),” RTI International, 306 p., June 2019 
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Recent Helpful Advances

• New IEEE activity 
– IEEE 1588-2019: Precision Time 

Protocol
– IEEE 1952:  Resiliency of 

Positioning, Navigation & Timing

• New services offered from 
NIST

• Key timing gear is improving

• New ways to receive 
reference UTC

Most Advances will require investments
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Note that advances are positive and negative

• PTP 1588-2019 (end of 2020)

• Improved Oscillators

• Additional NIST Services

• New reference sources

• Better antennas (16 lobe)

• Low-cost Chinese GPS jammers

• Software defined radio spoof kits

• Power grid attacks part of 
warfare
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IEEE 1588 releases revised spec in November 2020

• New specification has added adaptability for Power Grid

• As always, a 1588 Implementation will depend on
– The quality of the oscillator at the slave, 
– the packet delay variation of the network, 
– the number of timing packets per second 
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IEEE 1588 adopts more easily to Power Grid via Profiles
• “Profiles” customize 1588 to describe how systems and applications behave, clock 

synchronization protocols can support complex usage models and enable highly 
effective solutions for complex environments.

• IEEE-1588 defines profile as “The set of allowed Precision Time Protocol (PTP) features 
applicable to a device” 

• “The purpose of a PTP profile is to allow organizations to specify specific selections of 
attribute values and optional features of PTP that, when using the same transport 
protocol, inter-work and achieve a performance that meets the requirements of a 
particular application.” 

• A PTP profile should define
– Best master clock algorithm options
– Configuration management options
– Path delay mechanisms (peer delay or delay request-response)
– The range and default values of all PTP configurable attributes and data set members 
– The transport mechanisms required, permitted, or prohibited
– The node types required, permitted, or prohibited
– The options required, permitted, or prohibited 
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IEEE 1588 also increases adaptability via new TLVs 

• 1588 Defines message extensions. Message extensions are called TLVs, after the fields in the 
extension for type, length, and value.

• New ENHANCED_ACCURACY_METRICS TLV 

The PTP accuracy TLV (message extension) is loaded by the Grandmaster clock and
updated by each switch and router through which the message passes. End devices can review the
accumulated inaccuracy value to determine whether they are receiving time with sufficient accuracy.

• Enables more detail 
on the accumulated 
inaccuracy.

Source: Terry Jones, Doug Arnold, Frank Tuffner, Rodney Cummings, and Kang Lee. “Recent Advances in Precision 
Clock Synchronization Protocols for Power Grid Control Systems.” Energies 14, no. 17 (2021): 5303. 
https://doi.org/10.3390/en14175303

https://doi.org/10.3390/en14175303
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IEEE 1588 support for non-homogeneous networks

A redundant substation network in which the 
station bus is implemented with the PRP, and 
each bay of the process bus is implemented 
with HSR.

The PTP is transferred across a transport media 
that has a built-in timing mechanism by using 
special ports on boundary clocks.

Source: Terry Jones, Doug Arnold, Frank Tuffner, Rodney Cummings, and Kang Lee. “Recent Advances in Precision 
Clock Synchronization Protocols for Power Grid Control Systems.” Energies 14, no. 17 (2021): 5303. 
https://doi.org/10.3390/en14175303

https://doi.org/10.3390/en14175303
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New NIST Service provides UTC reference

• NIST preparing to offer 
UTC(NIST) via two-way satellite 
time/frequency transfer 
(TWSTFT) 
– Link stability ~ 1 ns

Inaccuracy ≤ 15 ns, depending on 
method of initial calibration 

• “Service” profile: 
– Available late CY 2022 or 2023, 

demand-dependent Dedicated Earth 
station, satellite bandwidth 

• Fees: 
– NIST services must recover all costs 

Anticipate $4k to $6k/site/mo. 

Also new
Common View
technologies

1Source: Sherman, Jeffrey A. <jeff.sherman@nist.gov>
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Other new precise time developments

• Improved cesium oscillators!
– Much Longer durations for 

holding 100 ns level accuracy

• National Association of 
Broadcasters moving to 
ATSC 3.0
– Implications for UTC source

• IEEE 1952 to provide helpful characterizations of PNT equipment
– More description in next talk!
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Summary

• US power grid is moving toward a wide-area network; requires precise, 
secure, and resilient time synchronization

• GPS is an amazing capability for domestic and global PNT needs, but 
inherent limitations lead to grid vulnerabilities

• Recent developments make GPS alternatives viable

• These developments include:
– IEEE 1588 advances
– New UTC reference possibilities including new NIST services
– Advances in holdover oscillators and antennas

Questions & Comments Welcome: trj@ornl.gov


