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Evolution of Synchrophasor Standards
B

0 Two main international standards for synchrophasor data transfer:
o |EEE C37.118.2-2011 (2011)

O Defines synchrophasor measurement data transfer.

o IEC TR 61850-90-5 (2012)

o0 Provides a way of exchanging synchrophasor data between Phasor Measurement Units
(PMUs), Phasor Data Concentrators (PDCs), Wide Area Monitoring, Protection, and Control
(WAMPAC) , and control center applications in a way that is compliant to the concepts of
IEC 61850 Substation Automation Standard.

, IEC rejects IEEE request Publication of
Northeast blackout in US for theJduaI logo sta?wdard IEEE C37.118.1 and
IEEE C37.118.2
12-1995 Q7-2005 09-2009 05-2012
> ® O O O O O O >
08-2003 03-2009 12-2011
Publication of Publication of Formation of joint task force, Publication of

IEEE 1344 IEEE C37.118 between |EEE and IEC IEC TR 61850-90-5



Likely Future Scenario Challenges
_—

Today’s Likely Future Scenario
Architecture
Transition [ Application ] [ Application ]  Eulfills the G
Applicati > Fulfills the Gaps
[ IOSIO ication ] o System System Not addressed in the
ystem > Security IEEE Std C37.118
Not Addressed
> Security PDC PDC e.g. Security Enhancement
Not Addressed IEEE Std
IEEE Std cara IEC 61850-90-5
C37.118 '

» Harmonization

Communication with IEC 61850

Network
Communication
Network

PDC ][ PDC ] -------- [ PDC ] PDC PDC | e PD
PMU
PMU . | PMU
. [ Pmu n
n

PMU
2

PMU
2

% Two Segregated Systems <> Two Protocols (Even in the same substation)
¢ It will be a huge CHALLENGE to adopt IEC 61850-90-5 Standard
Deployment Time ¢ Need of Interfaces
Guesstimate: ~15-20 Years % @PMUs, @PDCs, @App Sys,... =2 How to maintain this 2




Our Possible Contribution

0 Development of a Gateway:

o To act as the IEEE C37.118.2 to .
Application
IEC 61850-90-5 protocol System ]
converter.
T IEC 61850-90-5
- PDC
O Providing the future compatibility Gateway
0 Capable of being used at
various levels:
Commypnication Wide-Area
o @PMU Level Network Controler
o @PDC Level ~ §§~|
o @Application Level |IEEE C37.118.2 ooc ) Applcation
o Compatible IEDs ) Sy
and APPs

PMU




Obijective and Scope of Work
B

0 Design and Implementation of a software tool enabling integration of

|IEEE C37.118.2 compliant synchrophasor data in the context of the
IEC 6185-90-5 standard.

0 It was intended to develop a library using standard C libraries.
O Being platform independent

O Being able to run on embedded systems with the least HW requirements
B Enabling fast cyclic transfer of synchrophasor streams over wide-area networks

m Reduction of latencies in real-time applications

Raw
synchrophasor
IEEE r((:)t37.1|1 8.2 IEC 51?50'?0'5 Y datF:a
0C0 ronco -
Gl e p ,| |EC 61850-90-5 P > IEC 61850-90-5 »| Applications
gateway receiver

. 4

.. IEC 61850905
library
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PMU Data Modeling in IEC61850
N

0 PMU is modeled as a p Logical Device
Logical Device within an IED L2
g ; P Logical Node Instance(MMXU)
E— MMXU1
O The Phasors and Frequency 5 ory ¥ Composite Common Data Class (WYE)
data contained in the i phsA/—O Simple Common Data Class (CMV)
C37.118 ‘relegrqm, is phSB é—cVaI/—O Data Atribute (Common Type: Vector)
- . 5 Data Attribute Components
mapped to the measurement BF-phsC I :— a9 7 Basic Type: FLOAT32)
Logical Node (MMXU) O—A i L ang .
| il
. phsA !_ #—— Data Atfribute {Common Type: Quality)
O The new data °b|eCt of HzRte phsB L?,—o Data Atfribute {Common Type. TimeStamp)
is added to the MMXU LN e
~FPhS Simple Common Data Class (MV)
® To accommodate the ROCOF - Hz ¥
data. I mag
o=t
O The information about the —d
. Lt
status of the PMU is [} HzRte = Simpfe Common Data Class (MV)
transmitted using the T} Heatth Simple Common Data Class (INS)
"PhyHealth” data object in N St‘?f"i‘; Data Attribute Components
. {Basic Type.: INT32)
an instance of the LPHD LN — 9
— t
Logical Node Instfance{l PHD
E— LPHD1 | ¥ e (LPHD)

PhyHealth « Simple Common Data Class {INS}




IEC 61850-90-5

Communication Services
N

0 InlEC 61850, Sampled Value (SV) & GOOSE over Ethernet inside the substation.
o Sampled Value (SV) (IEC 61850-9-2)

®m Fast and cyclic transmission of raw data generated by measurement equipment inside substation.

O Generic Object-Oriented Substation Event (GOOSE) (IEC 61850-8-1)

m Considered for time-critical event-based functions such as protection functions.

0 InlEC 61850-90-5, two mechanisms are introduced to transfer data outside

the substation: OSl Layers f————— e — OSl Layers
o Tunneling: Application G 61850.6.1| EC 61850-9-2 Application
. GOOSE S\j‘”:p'Ed Presentation | A-Profile
® Using high speed communication Presentation alues Seecion

I |

I |

I |

| |

I |

| I

IEC 61850 Protocol for sendin

networks (e.g. SDH or SONET) : GOOSE and SV over : Transport

l |

I |

I |

I |

| |

I |

QS| Connectionless Transport

O Internet Protocols (IP): . Network T-Profile
Session (05] Connectionless Transport) i
m SV/GOOSE services are communicated — Datal ink
via IP networks ] Physical
o NEW Mapping to Routable UDP uDP G;I;osg and SV

m Routed-Sampled Value (R-SV)
m Routed-GOOSE (R-GOOSE) Required for Wide-Area Applications



IEC 61850-90-5

Session Protocol Specification

Transport profile Application profile

0 In IEC 61850-90-5, the application layer  ~ Ce °

ofe . [ Destination a
specification of IEC 61850-8-1 GOOSE S -
and IEC 61850-9-2 SV services are - l
B Source _
remained unchanged S
- = . SPDULength
O A new protocol is introduced in the session layer [T L =
i i - SPDUMNumber | -~
for sending the GOOSE and SV over Open FooEdaE g B 1 s
. C Identification - i i Version Number  —| s
System Interconnect (OSI) connectionless LT p—— = = . |£
e TVE {1 = Timeofcurentkey | % ia
transport. Protoed] b (€ |3
—  Header Checksum  — = Time to next key — ‘s‘
E Soures 3 |~ Security Algorithm ~ — >'§
Session Identifier B IP Address N 1| &
E Destinati :
U D P/I P Sesslon Header : IF'eAcII'-:dreg ﬁ
— Source Port —A E
|:> € [ Destination Pt~ ¢ g
Application Information gl |F Length E d
E — Checksum —_:| /§ APDU Length
Transport I % L o é
w - - n
[+ | I W
Internet g g
Session User a g
Network Interface fformation s
i 1. |7
4 k




- Khorjin Gateway Architecture

Khorjin Gateway Architecture Design
|IEEE C37.118.2 Module

Mapping Module
IEC 61850-90-5 Module



Gateway Architecture Design
—

0 A library, named as “Khorjin”(*), is designed and implemented with two functionalities:
1. |EEE C37.118.2 to IEC 61850-90-5 Protocol Converter (Gateway)
2. |[EC 61850-90-5 Traffic Parser

0 The Gateway part of Khorjin library is developed in three main components of:
1. |IEEE C37.118.2 Module,
2. |EC 61850 Data Model Mapping Module, and
3. |IEC 61850-90-5 Publisher Module.

0 In order to be platform-independent
O A Platform Abstraction Layer is Implemented.
o Depending on the platform, on which the
Khorijin library is going to run = The relevant
platform-dependent functions are utilized.

(i.e. Socket, Thread, Time and ...)

(*) In the Persian language, Khorijin, is a special bag placed on the
two sides of a horse, which was used for transferring of parcels.




IEEE C37.118.2 Module

0 This module handles the real-time synchrophasor data exchange between
PMU/PDC and Gateway, based on the IEEE C37.118.2 protocol.

0 The data exchange is done through a TCP/IP connection between PMU/PDC
(Server) and Gateway (Client).

0 In order to establish connection, following data of the PMU/PDC (Server) is
required as the input:

o 1) IP address, 2) Port number and 3) IDCODE

0 Messages types exchanged between the PMU/PDC and the Gateway:

O “Turn-off data transfer” Command msg B
ransmission” command Messad

d Message

“Send CFG-2 message” Command msg ———
"Send CFG-2 Frame" Comman

CFG-2 Configuration Message

CFG-2 Configuration msg

“Turn-on data transfer” Command msg

O oo o
PMU/PDC
Gateway

Data message mmand Message

*“Turn-on Data Transmission Co

Data Message




IEC 61850 Mapping Module —

Phasor Data

IEEE C37.118.2

0 In this module, the mapping of the
|IEEE C37.118.2 PMU data into |IEC
61850 data model is implemented
for:

1. Synchrophasor data,
2. Time stamps and

3. Quality data object.

0 1) Synchrophasor Data Mapping:

O The raw synchrophasor data contained in
the IEEE C37.118.2 Data message is
mapped to the [EC 61850 data model.

O This translation is possible utilizing the data
available in the Configuration message
type 2 (CFG-2) received from the
PMU/PDC.

Configuration  Dala IEC 61850-90-5
Message Message
Data attributes of "PhV” and "A™ data objects in
MMXU logical node.
MMXU1.PhV.PhsA.cVal.mag.f
MMXU1.PhV.PhsA.cVal.ang.f
MMXU1.PhV.PhsB.cVal.mag.f
FORMAT MMXU I.PhV.PhsB.cVal.ang.f
(Bits 0-1) MMXU1.PhV.PhsC.cVal.mag.f
PHNMR PHASORS  \{MXU1.PhV.PhsC.cVal.ang f
PHUNIT
MMXU1.A.PhsA.cVal. mag.f
MMXU1.A.PhsA.cVal.ang.f
MMXU1.A PhsB.cVal.mag.f
MMXU1.A.PhsB.cVal.ang.f
MMXU 1.A PhsC.cVal. mag.f
MMXU1.A.PhsC.cVal.ang.f
Data attribute of "Hz™ data objects in an instance
FORMAT g
} .
(Bit 3) FREQ of MMXU logical node
FNOM MMXU1.Hz.mag.{
Data attribute of "HzRte™ data objects in an
(Fl;)i:(?:AT DFREQ instance of MMXU logical node.
MMXU 1.HzRte.mag.f
Appropriate data objects in relevant Togical node.
For example:
FORMAT Total active or reactive power analog values are
(Bit 2) mapped to "TotW™ and "TotVAr” data objects in
ANNMR ANALOG  MMXU logical node:
ANUNIT
MMXU1.TotW.mag.f
MMXU 1.TotVAr.mag.f
Appropriate data objects in relevant Togical node.
For example:
DGNMR DIGITAL Circuit Breaker status flag bits are mapped to
DGUNIT data objects in XCBR logical node:

myXCBR1.Pos.stVal




0 2) Timestamp Mapping:

In IEC 61850-7-2, the TimeStamp is
defined as a data object including

SOC

FRACSEC

IEC 61850 Mapping Module —

Time Stamps

SecondSinceEpoch, FractionOfSecond
and TimeQuality data attributes.

The IEEE C37.118.2 TimeStamp is
mapped to the [EC 61850-8-1
mapping specification of the this
data object.

IEEE C37.118 TIME STAMP

MSB

LSB

— Leap Second Direction
{0 for add, 1 for deletess)

Leap Second Occurred
Leap Second Pending

1111 :

1011 :

Reserved

| [

1010

1001

— ] 0}

| Time Quality byte

—— 24bit Fraction of —

Second

0111
0110
0101
0100
0011
0010
0001
0000 :

Fault—clock failure,
time not reliable
Time within 10 s of UTC

: Time within 1 § of UTC

: Time within 10_ s of UTC
: Time within 1lf|3 s of UTC
: Time within 10 s of UTC
: Time within 10 s of UTC
- Time within 10" s of UTC
: Time within 10, s of UTC
: Time within 10_ s of UTC
: Time within 10_ s of UTC
: Time within 10 s of UTC

Lix )

Normal operation, clock

locked to UTC traceable source

IEEE C37.118.2

Conhguration  Data

IEC 61850-90-5

Message Message
“TimeAccuracy™ attribute of "TimeQuality™ data at-
. FRACSEC tribute in TimeStamp data object
TIME_BASE (Bits 24-27) (Bits 3-7 (Time accuracy), Maximum: 11000.
1/2%* = 1/16, 777,216 ~ 60ns)
SOC “SecondSinceEpoch™ data attribute in TimeStamp
' data object
FRACSEC “FractionOfSecond™ data attribute 1n TimeStamp
(Bits 0-23) data object
FRACSEC - e gg 4 e . - . a4
(Bits 2427 "TimeQuality™ data attribute in TimeStamp data object

=1111)

(Bit 1 (Clock Failure))

FractionOfSecond SecondSinceEpoch

IEC 61850 TIME STAMP

MSB

LSB ——Leap Second Known

—— Clock Failure

— Clock not synchornized

— —Time accuracy of fractions of second:
00000 : 0 bit of accuracy

00001 : 1 bit of accuracy

00010 : 2 bits of accuracy

00011 : 3 bits of accuracy

00100 -
11000 : Integer value of number of

TimeQuality

bits of accuracy

11001 -

11110 : Invalid

[ L=

11111 : Unspecified




IEC 61850 Mapping Module —

C37.118.2 STAT Word
N

0 3) Mapping STAT Word:

STAT
o InIEEE C37.118.2 Data message, the16-bit STAT word 3
specify information about the status of the data stream % =
of each PMU. 283 g 5
o InIEC 61850 data model, "Quality” attribute contains E St 2% 'g = = £
L =
information on the quality of the information. s D E 5 2 © = 3 %
§ §8288 § 5 ¢
o In this implementation, the information provided by bits -
14-15 (Data Error) of STAT word is mapped to bits O- I .
1 (Validity) and bit 11 (test) of Quality field. MSB ' LSB
IEEE C37.118.2
Configural Data ' 61850-90-5
Bits  Attribute name Attribute value Mzr;sf;em on Ma:assage IEC 61850-90
0-1 Validity Good(00) 7 Invalid(O1) 7 Re- Quality
served(10) / Questionable(11) STAT . . -
2 Overflow TRUE(1) / FEL.SE(O) (Bits 14-15 (]]?:IQ ]](_CESl)bI =)) FALSE, Bits 0-1(Validity)=
3 OutofR TRUE(1) / FALSE(0 uestionable
4 B:d(l)lef::g:ce TRUEfl; / FALSEEO; LI())?I)K rron "PhyHealhth“ datz:h ObJSCt in LPHD1T ("stVal” = 3)
5  Oscillatory TRUE(1) / FALSE(0) T LPHDI.PhyHealth.stVal
6  Failure TRUE(1) / FALSE(0) Bits 1415 Quality |
7 OldData TRUE(1) / FALSE(0) (Data Error) (Bit o 1 1(test) = TRUE, Bits 0-
8  Inconsistent TRUE(1) / FALSE(0) -10) 1(Validity)=01(tnvalid))
Y Inaccurate TRUE(1) / FALSE(0) STAT Quality .
10  Source Process(0) / Substituted (1) @its 1415 (Bt 1ltesy =  FALSE, Bis 0
11 Test TRUE(1) / FALSE(0) (Data Emor) \(Validity)=01(Invalid)) )
12 OperatorBlocked ~ TRUE(1) / FALSE(0) -11) "PhyHealth™ data object in LPHD1 ("stval” = 3)

LPHD1.PhyHealth.stVal
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Real-Time Hardware-in-the-Loop
(RT-HIL) Validation

0 The Khorjin Gateway is interacting
with real-time data

O lts functionality validated in a Real- Raw [ S ) SRR SImdan
Time Hardware-in-the-Loop (RT-HIL) Sy”"g;t‘;has"r
\ Traffic Parsing [ o}
simulation environment. Receiver || .-zl _ e
p e T
0 0
S
o |EEE C37.118 Conformance: TR g <
oo . UDP/IP o8
o Verified by successful connection and o
_______ - = oocanm
communication with the SEL-5073 l "=
synchroWAVe PDC software (SEL- [ mmeenarense. |
PDC 507 3), compliant with IEEE Iy : Mapping [EC 61850 ;.
C37.118. i ; - IEEE C37.118 # V !
C 61850-90-5 Conf . N '
o IE -20-5 Conformance:
S T -~ M—
o Verified by analyzing the UDP/IP E “.f_/’ Amplifier
. o3l >
frames captured by Wireshark L ma ’ S o' E)
network protocol analyzer software IEEE C37.118 M

TCP/IP
SEL-PDC 5073



Wireshark Capture Analysis —
Routed-Sampled Value

0 Routed-Sampled Value (R-SV) Traffic Generation Test

A |EEE C37.118.2 Data e | Phasor data within an .
ata (74 bytes) 1 SYMNC
PETA: d $aQ3T755T 2981200057 e400000bF 277863 IEEE C37'] ] 8'2 (2] FRAMESIZE
Message (TCP/'P) N Data Message Ei% N
.
1 77 il %) FRACSEC s
) STAST
B IEC 61850-90-5 S R uRN Nk Nns NN 0 Pison - e
FrameO 35 8d 88 dl1 cf 09 be 41 ee aa b7 ch 57 dc 50 18 - (Imag
Etherg 2f ff e3 1f, & A U '%)) 22 )
R-SV Message (UDP/lP) Interpy FrSTEETW 0 bf 71 ta (19) FREQ
ERCT G EL 57 f 1 sa bt a4 3e = (20) BFREQ
O Exchanged Data — e i
1 PMU data stream: !\IOtlceIQbI: d.'ffe(rezce) a.data), 74 bytes | Packets: 1 - Displayed: 1 (100.0%) - Load|time: 0:00.000 | Profile: Default
) in pqy oad size +4x (A EEE C37 115 [k \'Z
t e ] . N J;p lication Prafile
® 3 Voltage Phasor 48221 88016000001 2400003038000100000000000000 Re- k plcat
. (B Session Header Frames
- 3 Current Phqsor (A (B) (0 (D) Trcnsmlﬂed i {C) User Data Frames
T} ' withinan IEC | L@ svFou ’
0000 52 |
® No Analog 0010 | 61850-90-5 ||y wmxupnv.phsacvalmags
0020 _9a_od ] . 80 16 2 MMXUPRY.phsA cvalang.f
Routed- (2) P 4
. . 0030
m Diaital i (3 MMXUPhY phsa.g
No Digita 88‘%8 I Sampled (4] MMXUPHY phsAt
® Frequency 0070 : Value (R-SV) ;
8838 F2 98 c/ ae 1 ’f e e a7 el Frame (5] MM¥UHz mag T
m ROCOF 00a0 : (B) MMXUHz.q
8828 ------- {7} MMXUHz t
. 00do (3 MWMXLLHzZ Rte. rmag f
o R-SV pOIY|OOIO| is +4x 000 {5 MMXUHzRE.q
35"58 (10) MM XU HzZREe t
larger than IEEE C37.118.2 o110
0130 Tag Length [Vale]
¥t llloo 0o 00 00 55 f2 98 13 7 ae 14 00 89 08 55 FRAM ool Ll
Data Message 0150 |
® The same raw PMU data © #f | Data (data.data), 302 bytes [ Packets: 1 - Displayed: 1 (100.0%) - Load time: 0:00.001 Profile: Default

(BYIEC 61850-90-5 R-5% Message



Wireshark Capture Analysis —

Routed-GOOSE
N

I+ Frame L: L<8 DYTes Oon wire (1uUs4 DITS), L1£8 DYTES Capturea i Ck

< [ [0 e

78 2b cb b5 fb 52 78 ac cO 88 d9 & Xt. ..
00 72 35 ba 40 00 80 06 @
35 8d 88 d1 cf

2f £ F9 g 00 0
00

0
la fa bf al bf 65
82 0c 3f c8 40 bf 67
e8 a7 be a8 dc 9e 42 47

(A IEEE G37.118 Data Message

| z [Length:@/ 1A ) DD
| ] s

71 PHASOR1- Reaj |*
B PHASOR 1- (Imag)

Ethernet II, Src: Hewlett-_88:d9: b
0 Routed-GOOSE (R_GOOSE) Internet Protocol Version 4, src:| Phasor data within an Eg E;:Jhtﬂ:ESIZE =
Transmission Control Prot sry 7 IDCODE ¢
= Data (74 bytes) IEEE C37.118.2 (4) i
: : . e Data Message (5) FRACSEC
Traffic Generation Test Ctengeh: 741 > 9 (9) Fracs
[
[

A |EEE C37.118.2 Data Message (TCP/IP)
8. |EC 61850-90-5 R-GOOSE Message
(UDP/IP)

O Exchanged Data

.r5.
(15 FREQ
(200 DFREQ
(21 EHK

] »

1 5

m
00

Noticeable difference

1 PMU data stream:

in payload size (+6x) F9 d (&) |EC 61850-90-5 R-GOOSE
3 v | Ph oM Application Profile
= ° tdge asor %sﬂ/ (B) Session Header Frames
m?g 55’ () User Data Frames
m 3 Current Phasor ooz = L (D) GOOSE POU
h3
® No Analog Re- — (1) MMXU PV phsé cval. mag
itted = B (2 WU PRY phsA cval ang T
= No Digital tfransmitte 89 M5 WMVXU PRV phsA g
o Digita within an IEC 7 05 (4] MWK PRY phsAt
[ | Frequency 61850-90-5 ) .'"
Routed- o (o) MU HZ magf
d5) MU Hzg
m ROCOF Sampled (7 XU Hzl
. Value (R-SV (D) hhRU HzRte mag.f
o R-GOOSE payload is +6x ve ( ) ) XU HzRie g
Frame B (10) XU HERte t
01b0 .
larger than IEEE C37.118.2 i —
o1e0 (|[i R4 : ) ) e Uiennn.
Data Message eafoy SelCERS B
e@rnata (data.data), 457 bytes Packets 1 - Displayed: 1 (100.... | Profile: Default

m The same raw PMU data (B IEC §1850-90-5 R-GOOSE Message



- Conclusion and Future Works



Conclusion

N
o IEC 61850-90-5 (2012) and IEEE C37.118.2 (2011) are the two major standards

for synchrophasor data transfer.

0 A library, named as “Khorjin”, is developed providing two functionalities of:
1. IEEE C37.118.2 to IEC 61850-90-5 Protocol Converter (Gateway)
2. IEC 61850-90-5 Traffic Parser

0 The modular architecture of Khorjin Gateway library is introduced.

0 The mapping specification of data contained in IEEE C37.118.2 Data and
Configuration type-2 (CFG-2) messages to the IEC 61850 data model is
presented.

0 The functionality of the Khorjin library is validated in the Real-Time Hardware-in-
the-Loop (RT-HIL) simulation environment available at the KTH SmarTS Lab.

0  Wireshark captures of the IEEE C37.118.2 and IEC 61850-90-5 frames are
analyzed.

0 One of the noticeable issues in comparison to IEEE C37.118.2, was the multiple fold
difference in the frame payload size. (R-SV +4x, R-GOOSE +6x)



Future Works
N

0 Implementation of security algorithms presented in the IEC 61850-90-5

0 Implementation of the PDC Functionality of Khorjin Gateway

o Communicating with multiple PMUs /PDCs using IEEE C37.118.2 and transferring multiple
PMU/PDC Data Streams within an IEC 61850-90-5 Routed-Sampled Value /Routed-
GOOSE message.

TCPHP UDP/IP
UDP/IP
Lk ; r Subscriber 1 Application 1
PMU 2 E Subscriber 2 Application 2
KHORJIN IEC 61850:-90-5.] Subscriber 3

Application 3
PMU 3 :

/
So 6735

Routed Sampled Value
& GOOSE Publisher

Subscriber m

Application m

PMU n

i o s g o e o e i | i e

i Unicast / Multicast

SCOPE OF IMPLEMENTATION



oo

Thank youl!
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