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The Solution:

To Avoid Large Scale Outages
To Make Use of all Transfer Capabilities
To Define and Verify Countermeasures

All This for the Interacting 
Primary and Protection System

That is:             SiGuard®
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Dynamic Network 
Security Assessment

SiGuard®-DSA
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SiGuard® DSA System Structure
Overview
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DSA Ranking – Security Indices (11 of 20 indices)

1. Angle index (AI)

2. Maximum frequency deviation index (MFDI)

3. Frequency recovery time index (FRTI)

4. Dynamic voltage index (DVI)

5. Quasi-stationary voltage index (QSVI)

6. Power flow index (PFI)

7. Load shedding index (LSI)

8. Small signal stability index (SSSI)

9. Nodal loading index (NLI)

10. Approximate collapse power index (ACPI)

11. Power transfer stability index (PTSI)

Safety
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Danger

Insecurity
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DSA Ranking – 3-stages Fuzzy Logic System (FLS)

with additional PMU data and trend analysis

Small Signal
FLS
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DSA Ranking – Security Indices – DSA Test network

~ 540 buses
~ 1.750 branches
~ 120 machines
~ 250 controller

~ 2,5x faster than real-time
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DSA Ranking – Security Indexes 

comparison of ACPI and PTSI (nodal load increase)

Local network topology Load increase at SRT_00
P0 = 300 MW, Q0 = 150 MW, 
load increase 0.02 pu/s

PTSI = Power Transfer Stab. Ind.
ACPI = App. Collapse Power Ind.

Vat BSP
Vat SRT

ACPI

PTSI
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Necessity and General Functioning of 
Distance Protection Control Systems 
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Power oscillation and system separation after trip 
of one line - loss of second line
(Power Swing Blocking not active)
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Oscillation of the south system – no system separation
(Power Swing Blocking active)
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SiGuard® DSA Assessment of the Dynamic Security
Taking “Fingerprints“ of the Dynamic System Behavior
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SiGuard® DSA Assessment of the Dynamic Security
Contingencies and Proposed Countermeasures

500 kV Bus

Transformer

230 kV Bus

Transformer

Distribution Bus

Load Trafo

Load Bus

Generator Index

Dyn. Q Reserve

Static Q Reserve

Load Sens. Index

Topology Section

Index Section
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SiGuard®-DSA
Remote Computation on PC Cluster

Component Task

IPC
CPU: 3,2 GHz
RAM: 2 GB
HDD: 500 GB
LAN: Gbit
OS: WinXP Pro

(N-1) Contingency 
simulations for:
Voltage Stability
Transient Stability
Small Signal Stab.

Central Storage
(Backup, Archive)

Gigabit - Switch

USV – Power Supply

NAS Speicher
HDD: 4 x 1,5 TB
LAN: Gbit

USV
Power: 6 kW
Auton.: 10 min

PC – Control & Graphic
CPU: Quadcore 4x2,8 GHz
RAM: 4 GB
HDD: 1 TB
LAN: Gbit
OS: WinXP Pro

2 x Display
Size: 2 x 32“

Gigabit - Switch

Price for the system lies at about:
550€ / CPU Core
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Protection Security 
Assessment

SiGuard®-PSA
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How to maintain Network Security?
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How to do Protection Security Assessment?
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Evaluation of Simulation Results
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SiGuard®-PSA Assessment of the Protection Security 
Fingerprint of the Protection System

1 21 41 61 81 99

L-Nord-Blöße     

L-Nord-Heide     

L-Nord-Uni       

L-Ost-Blöße      

L-Ost-Mitte      

L-Ost-Oberwald   

L-Ost-Uni        

L-Süd-Oberwald   

L-West-Heide     

L-West-StoraEnso 

L-West-Mitte     

L-Grünwinkel-Süd 

L-West-Grünwinkel

Ik1E.dat - Fehlerwiderstand 0 Ohm

relative Länge in % (Fehlerort)

Le
itu

ng
en

< 0,0 Ohm< 0,1 Ohm< 0,2 Ohm< 0,3 Ohm< 0,4 Ohm< 0,5 Ohm< 0,6 Ohm< 0,7 Ohm< 0,8 Ohm< 0,9 Ohm< 1,0 Ohm< 1,1 Ohm< 1,2 Ohm< 1,3 Ohm< 1,4 Ohm< 1,5 Ohm< 1,6 Ohm< 1,7 Ohm< 1,8 Ohm< 1,9 Ohm< 2,0 Ohm< 2,1 Ohm< 2,2 Ohm< 2,3 Ohm< 2,4 Ohm< 2,5 Ohm
Fault Resistance

mindestens ein Schutzgerät an dem zu schützenden Betriebsmittel löst 
nicht aus (Unterfunktion)

bei einem Fehler auf dem zu schützenden Betriebsmittel löst mindestens 
ein nachgeordnetes Schutzgerät mit aus (Überfunktion)

Schutzgeräte an dem zu schützenden Betriebsmittel lösen erst in der 
dritten Zone, oder einer höheren Zone, aus

Schutzgeräte an dem zu schützenden Betriebsmittel sollten in der zweiten 
Zone auslösen, lösen ab bereits in der ersten Zone aus - und umgekehrt

Schutzgeräte an dem zu schützenden Betriebsmittel lösen korrekt aus

mindestens ein Schutzgerät an dem zu schützenden Betriebsmittel löst 
nicht aus (Unterfunktion)

bei einem Fehler auf dem zu schützenden Betriebsmittel löst mindestens 
ein nachgeordnetes Schutzgerät mit aus (Überfunktion)

Schutzgeräte an dem zu schützenden Betriebsmittel lösen erst in der 
dritten Zone, oder einer höheren Zone, aus

Schutzgeräte an dem zu schützenden Betriebsmittel sollten in der zweiten 
Zone auslösen, lösen ab bereits in der ersten Zone aus - und umgekehrt

Schutzgeräte an dem zu schützenden Betriebsmittel lösen korrekt aus

European Patent: 
06775872.2 / 2052451

Fault distance in %         

Li
ne

s 
   

   
  

metallic single-line to ground fault        

All protection trips fast and selective                  

>1 relay(s) did not trip as desired                        
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Conclusion

 Several methods to observe the security of a system have been built and 
combined

 Fast margin calculation shows the state and trend of nodal and system loading

 Ranking of system loading, frequency, voltage, performance and stability allow 
a detailed view on the security state of a system after critical contingencies

 The combination of trend analysis and state analysis helps the operator to 
increase the security of his system

 Additional PMU-information's can be used to have an actual view on the 
system state
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Thank you for your attention!

© Siemens AG 2011. All rights reserved.

Dr. Edwin Lerch
Siemens AG
E D SE PTI NC
Phone: 0049 9131 7-34052
edwin.lerch@siemens.com
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DSA Ranking – Security Indexes

1. Angle index (AI)
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DSA Ranking – Security Indexes

2. Maximum frequency deviation index (MFDI)
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DSA Ranking – Security Indexes
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3. Frequency recovery time index (FRTI)
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DSA Ranking – Security Indexes

5. Quasi-stationary voltage index (QSVI)
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DSA Ranking – Security Indexes

6. Power flow index (PFI)
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DSA Ranking – Security Indexes

7. Load shedding index (LSI)
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DSA Ranking – Security Indexes

Approximation of the PV-curve ( )( )ii fV λ=
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10. Approximate collapse power index (ACPI)
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DSA Ranking – Security Indexes

Approximation of the system as 2 node system (as for NLI)
Thevenin equivalent: max. transferred power when Zload = ZThev
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11. Power transfer stability index (PTSI)
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DSA Ranking – Security Indexes - Example

Without AVR

With AVR
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Parallel Computing –
Software Structure

DSA Client
DSA Center

- Contingency selection
- Selection of future WP
- Contingency modelling
- Preparation of results 

for visualization

PCC - Middleware
- Server 

management
- Task scheduling

PCS
- Providing 

computation power
- Model changes
- Execution of 

PSS®NETOMAC
- Pre-analysis of 

results

Server ClusterDSA 
Database

- Simulation 
results for 
analysis and 
visualization

Distr. of Tasks
(RMI)

Contingency  list Results
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Base for the Dynamic Contingency Calculation 
PSS®NETOMAC – Modules

Protection notice / Copyright notice

Steady-state                                         Time Domain                                           Linearized                                Additional Tools

Load Flow 
Mode

Short Circuit Mode
(IEC / ANSI)

Import / Export 
Filter

Stability 
Mode

Eigenvalue 
Mode

Frequency 
Mode

Transient 
Mode

Model Libraries

Event Scenarios

Optimization 
Identification

RMS EMT
Balanced IEC (3-, 2-, 1-phase) Balanced Complete SolutionPassive Networks3-phase Representation

Unbalanced Unbalanced Partial SolutionActive SystemsDifferentiated Equations

DC-Load Flow Complex Representation Eigenvalue Screening 
(in Time Domain)

Controller in Load Flow Single Line

Non-Linearities

Pre- / Post-Processing

Program Automation

PC Real Time

Dynamic Network 
Reduction

ANSI (3-, 2-, 1-phase)

Block-Oriented Simulation Language (BOSL)

Common Data Base
for system components, machines, ...

User Interface
NETDRAW (Light)  − NetCad /GMB (Professional)

Engine for
PSS®E − PSS®SINCAL
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PSS®NETOMAC DSA System Structure
Visualization

Bars animation

Detailed re-calculations

Matrix representation

Electrical diagram representation

Vectorial 
animation

Numerical visualization

Map 
visualization
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Simulation results and computation time using one CPU
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Protection Security Assessment – PSA (1)

 Actual switching and load state

 Data base of installed relays, relay functions, characteristic and settings

 Stepped event simulation (at busbars and along lines)

 Check of relay pick ups and selectivity

 Check of fault clearing time

 Breaker failure and relay failure are simulated and analysed

 Results displayed in tabular and graphical form
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Protection Security Assessment – PSA (2)

Results and documentation of PSA with PSS™SINCAL
graphical selectivity presentation and selectivity evaluation

Results and documentation of PSA for localisation 
of unselectivities

Horizontal axis: fault at line length 0% ... 100%
Vertical axis: line number
Grey scales: fault clearing time
White: no protection trip
Black-white: non selective trip
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Morocco Project
(FAT February / March 2009)

~ 700 buses
~ 70 plants
~ typical load: 3000 MW
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DSA System Structure
Implementation in the SINAUT Spectrum System
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DSA System Structure
Principle Data Flow DSA - NA
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Morocco Project
15-minutes cyclic cuts from EMS

Conversions from PSS®E
to PSS®NETOMAC
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Scenario Configuration
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Evaluation of Simulation Results
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