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SiGuard®
System Security Solutions
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SiGuard® DSA System Structure

Overview
Basic Topology Pre-calculation
> Scenario y Scenario Builder
Contingency Selection « Contingency Builder
Single Event
Calculation of Single Event

Y
~ .

// \\\
no " Criteria for Critical .
Contingency fulfilled?

« Criteria Builder

yes

Y

Recalculation of Severe Cases

\ 4

Ranking / Margins,

SIEMENS

Visualization of

Contingencies Calculation of System Margins

v

(insecure conditions)

L 4

Monitoring of Results
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DSA Ranking — Security Indices (11 of 20 indices)

. Angle index (Al)

Maximum frequency deviation index (MFDI)
Frequency recovery time index (FRTI)
Dynamic voltage index (DVI)

. Quasi-stationary voltage index (QSVI)
Power flow index (PFI)

Load shedding index (LSI)

. Small signal stability index (SSSI)

Nodal loading index (NLI)

© 0 N o O A W N R

10. Approximate collapse power index (ACPI)
11. Power transfer stability index (PTSI)
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Ranking

Safety
Alert: low

Alert: high

Insecurity
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DSA Ranking - Security Indexes SIEMENS
9. Nodal loading index (NLI) - (1)

e =i g =\/1+22P" L+ i-4A, |

sin(y,) = -Q, /e,

Page 14 2011-02 Dr. E. Lerch, E D SE PTINC NASPI 2011



SIEMENS
DSA Ranking — Security Indexes

9. Nodal loading index (NLI) - (2)

Solution exists, when \
e >0
‘Q ‘ existing condition and
L 27, absolute system loading
€; e (P2 2) margins for each node
< 4+ O
and A, = - Qz" <1
+2P;) )
Pii , Qii nodal loading in pu

NLI = {1, 1N (Aii )}
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DSA Ranking — 3-stages Fuzzy Logic System (FLS) SIEMENS

with additional PMU data and trend analysis

Small Signal Stab. Ind. =% small Signal FSSSI
FLS i 1
Angle Ind. »| Stability
Max. Ereq. Dev. Ind. e Frequency |LFFl i FLS
Ereq. Recov. Time Ind. = FLS
system state
FVI FSI 0
Do nd.  —» vorge > = e
Quasi Stat. Volt. Ind. = FLS — 0.25
T alert low
Power Elow Ind. —> Performance |FPI . »| Security 0.5
Load Shed. [nd. —> FLS | FLS 225 alert high
o 0.75
FLS —> — 1.0
Trend
Approximate Collapse = ACPI —>  Analysis T
Power Ind. FLS — =
I 4
Power Transfer — PTSI
Stability Ind. FLS
\Y
| =———»  pMu | -
/=
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DSA Ranking — Security Indices — DSA Test network

~540 Dbuses

~1.750 branches
~120 machines
~ 250 controller

[ e
) l
— |
 Son
s N Legend |
b BOET ™
> A\ = o= 0KV
o AN, T BODETY = 30KV
= :\;-ﬁ_.t\ = = Hydro power pant
AN m Themmzlpower piant
— o T Nage: 110k and 00kV e nat shown
- T, sou
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~ 2.,5x faster than real-time
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DSA Ranking — Security Indexes

SIEMENS

comparison of ACPI and PTSI (nodal load increase)

BSP 00
- & Load
3 2 A
I ) PG,
TS 00 230k SRT_ 00
L_00261 L_00239
L_00252 L_00240
=z 2 =
X ExxE
REPE__ 00 = = = EN 03

116k

Local network topology

PTSI = Power Transfer Stab. Ind.
ACPI = App. Collapse Power Ind.
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Necessity and General Functioning of SIEMENS
Distance Protection Control Systems

l_ __________ ]St'.u'.h_? DIST-3 DIST-4 it 1
5-7 .. 55-

| South__4 _ESDuth 3 I 553 iss-a 8 8
|| | o o I
- | | Ellé > s0zse 'lé -
:SDUH‘I.__E * : L5 wa"d'ﬂ'%’ -‘f:LT Wang-4 54
- | | $5-1 55-2 553 55-4
— - | :
g | Met:
| outh 1 L5-1 Wand-1 H-o0zss Wand-2 -5 "Center / North"
[ o : ‘ 230 k... 400kV
___________ DIST-1 DIsT-2
Net: "South” 230 kV
(D 3-phase fault at node SS-6
Example: Parallel line L_00255 / L_00256 is equipped with
e Distance Protection Functions
Sy Zone Zone1 |Zone?2 |Zone3d
e Reach 85% 120% 150%
Time 0.062s |0.3s 0.6s
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Power oscillation and system separation after trip SIEMENS
of one line - loss of second line
(Power Swing Blocking not active)

Relay DIST-1 on the healthy Line without Power swing Blocking

X« 'JI]II].}ﬂ)

[HET-1 withowt PSBE

; ooogT 180

THET A

(‘1

South ! 1.25 ] w5 200 [¢]
-1804

G ooogg 180

oo m \ \

o 4 I35 2 \ \ \:'4. =]
=180

Center 4 1-25 2. M) 375 S00 =]

s : : . oy
i, |:> Unintentional Trip of Relay DIST-1 in Zone 2
PR, - 0 [ \:> Sub-network “South” is separated from the grid

Loss of equilibrium between generation and
load (= drop of frequency)
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SIEMENS

Oscillation of the south system — no system separation
(Power Swing Blocking active)

Relay DIST-1 on the healthy Line with Power swing Blocking (PSB)

G_00047 180
THETA

r 3S0
X [Ohm]

[°] ;
South Yy

G ooodg 180

THETA
South
180
G on1so 180
THET A
Center {"_j' o T 1125 1500 [#]
-IS'P.
o 390 Swings of Generator pole angle with high amplitude
APOL .J.ﬂ_]—l L[ —
PsB oL | . L e —L e, . |:> Trajectory enters Relay characteristic

\:> PSB algorithm detects power swing
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SiGuard® DSA Assessment of the Dynamic Security SIEMENS
Taking “Fingerprints” of the Dynamic System Behavior

Scenario description Result Overview o
Wieny KSP e ‘ Matrix Wiew fti {rmin}
|Load P (Gi) | 147:47
Loadrise in whole System 1

480

g 24 .

a

S 2 E 0:7e
o = 285
E —

o 20 E=
— |

= 0.5
0 200 400 € 180
Tirme {min) 2
=
)
Report Area s ™ 025
=
ﬂ —
o 0
20 40 60 80 -
Contingencies
Contingency desciption
LO event -->=Line Outage, element -->L 00255
LO ewvent ——=Line Outage, element —=L_00256, ac:h:lﬂ
[ o | b
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SiGuard® DSA Assessment of the Dynamic Security
Contingencies and Proposed Countermeasures

Geografic Representation

Contingency Analysis

SIEMENS

' i
Topology Section ?_““’ES 3 > . - . -
(Il 500 kV Bus -
Transmission Busses ]
& Transformer
. | Transformer
IROMNNITONIEO im - 1
\ Load B
(| Ge Index E — ,
' R e -
: 1 Dyn. Q Reserve ~
4 Static Q Reserve
Ll
| Load Sens. Index
W 230 kY Level SLaI“juEIDD? T L0 TAF= 2000
W 115 kY Level S LaMo0o0z t 0.020TAP= 1000 j
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Remedial Measures

Test Load Shedding |

FY

Laho0064
LaMo00s
Laho0059
Laho0053
LaMaD0SE ﬂ

Target (MY
312.564
Selected (MWW
0
Test C-Contral |

Evaluation Area

Ignore

Check Later
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SiGuard®-DSA

Remote Computation on PC Cluster

Component Task
IPC

CPU:32GHz | e .
RAM: 2 GB e simulations o
HDD: 500 GB < ¢ > Voltage Stabilti)t_)I{
LAN: Gbit 1 Stnall Signal Stahs
OS: WInXP Pro et

NAS Speicher L N Central Storage
HDD:4x1,5TB i3 ‘ (Backup, Archive)
LAN: Gbit : f

Gigabit - Switch N ~ Gigabit- Switch
usv N 9 4 USV-Power Supply
Power: 6 kW A

Auton.: 10 min \\
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SIEMENS

How to maintain Network Security?

Protective relays are involved in = 75% of major network disturbances

Network Security System

Dynamic Security Protection Security
Assessment Assessment (PSA)
+Yoltage stahility, + Selectivity
+ Transient stahility » Dependability
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SIEMENS

How to do Protection Security Assessment?

Magnetic Resonance
Imaging

“Scanning = .
System” ﬂ ——

Metwork and Protection ~Finger-prints®
System
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Evaluation of Simulation Results
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sympathetic tripping

Solution: Application of
Directional Protectionl
50/51 — 67

Question: Where?

How many?
Ranking of replacement
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SiGuard®-PSA Assessment of the Protection Security SIEMENS
Fingerprint of the Protection System

o : Fault Resistance
metallic single-line to ground fault _-—<

Lines

1 21 41 61 81 99
Fault distance in %

NNNNNNNNNNNNNNNNNNNNNNNNN
53333333333333333333333333

All protection trips fast and selective

Schutzgeréte an dem zu schiitzenden Betriebsmittel sollten in der zweiten
Zone auslosen, losen ab bereits in der ersten Zone aus - und umgekehrt

Schutzgeréte an dem zu schiitzenden Betriebsmittel I6sen erst in der

European Patent: dritten Zone, oder einer hoheren Zone, aus

06775872.2 1 2052451

bei einem Fehler auf dem zu schiitzenden Betriebsmittel 16st mindestens
ein nachgeordnetes Schutzgerat mit aus (Uberfunktion)

Page 33 2011-02 Dr. E. Lerch, E D SE >1 relay(s) did not trip as desired _




SIEMENS

Conclusion

» Several methods to observe the security of a system have been built and
combined

» Fast margin calculation shows the state and trend of nodal and system loading

» Ranking of system loading, frequency, voltage, performance and stability allow
a detailed view on the security state of a system after critical contingencies

= The combination of trend analysis and state analysis helps the operator to
iIncrease the security of his system

= Additional PMU-information's can be used to have an actual view on the
system state
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DSA Ranking — Security Indexes

1. Angle index (Al)

Al = min<

Ve

Page 36

.

1, max Ocimax >
I=1..NG 5c,maxadm )
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SIEMENS
DSA Ranking — Security Indexes

2. Maximum frequency deviation index (MFDI)

r )

\Af.

I,maX

MFDI=min<1, max
i—1. NG ‘Af

'

maxadm

. J
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SIEMENS
DSA Ranking — Security Indexes

3. Frequency recovery time index (FRTI)

t

- FRi,max
FRTI =mIn<1l, max| ——
I=1...NG
1:FR,adm
A f(Hz)
50.5
50.0 < Operation frequency range
L
49.5
Af /
49.0
N
48.5 -
tFR
48.0
47.5
0 5 10 15 20 >

T[s]
Time when a fault occurs
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SIEMENS
DSA Ranking — Security Indexes

5. Quasi-stationary voltage index (QSVI)

-

| AV,
QSVI=min<1,ma
i=L.N| |AV.

I,maxadm

. J

3

'

Where AV, =V, .-V,
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DSA Ranking — Security Indexes

6. Power flow index (PFI)

-

PFl=min<1, max

Page 40
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SIEMENS
DSA Ranking — Security Indexes

7. Load shedding index (LSI)

LSI _ I:)Shed
F)

total
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DSA Ranking — Security Indexes

10. Approximate collapse power index (ACPI)

Approximation of the PV-curve (Vi — f ( ﬂi ))
P =P, (1+d4)
Qi = Qs (1"‘ g; 4, )

A =aV’+hbV +c

P P 1
ACPI . =41 ™ | — =
i {'LN{P}} Pi  1+di4,

Page 42 2011-02 Dr. E. Lerch, E D SE PTINC
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A=A for %: 0
dVv.
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DSA Ranking — Security Indexes

11. Power transfer stability index (PTSI)

Approximation of the system as 2 node system (as for NLI)
Thevenin equivalent: max. transferred power when Z, .4 = Z+1ey

PTSI = mind1,™ 2 S (1"' COS(2¢ii — ))
Yi E;

S, load power, ®,; angle of load admittance

Page 43 2011-02 Dr. E. Lerch, E D SE PTINC
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SIEMENS
DSA Ranking — Security Indexes - Example

LE-Volt [pu]
S S R N —— T
__ SNO S \\\‘ N . I T R AT Y I O L A Y IO T T
. RY2 04 \A-fobalh Ul e tblot s ANCRUT A IR oLt
W":hout AVR — RZ_| Al e TR S
__ KNE o 'W"“l“‘ﬁ""lw‘“’“'W'M'W‘H T O AT R
Safety “
L S S e e e S g S e N S S S S L 4 ‘\‘
--- Fault case: 3-phase busbar fault at node SRT 00 @ mmmmmmm=ee ‘\‘
——————————————————————————————————————————— >> Normal loading /Without AVR Alertlow * | TheTA [Deg]
AIII = 1.00 ===-=m-mem-m—mmm=——— === >| __ G_00048 18 i
| Alerthigh — G069 D | il 1 1 I
FRTI = 1.00 --» | — G_00162 r LA Il “ i I
1R AN L™

--> FFII = 1.00 --->|--»> FSII =1.00 -->

|
— cooeo | L
L

T ‘ M i
| | - { Ul SRR g‘ I
DVII = 1.00 --»> | \ | n
--> FVII = 1.00 --->| --> FDSI = 1.00* 18 ‘
QSVI = 1.00 --> 5 / (o) (]
[
|

MFDI = 1.00 -->

—_ G_00048
__ G_00169 /
__ G_00162 f

PFII = 1.00 --> /
—_ G_00160 \ A

--> FPII

I
-
L=}
o
1
1
1
1
1
|
1
1
1
1
1
I
|
1
1
1
1
1
1
|
1
1
v

LSII = 0.00 -->
<L LKL CE L L L LL L L L L LKL L L LKL LKL L L LKL

0 75 15.0 225 30.0 [s]
LE-Volt [pu]
With AVR —mt [P —
Tao ||
— RYz2__04 u
__ KNE o H
e e o e e e e e e e e e e e e e e e e e o e e e S
--- Fault case: 3-phase busbar fault at node SRT 06 seewesseee
——————————————————————————————————————————— >> Normal loading /Wwith AVR * THETA [Deg]
AITI = 0.6l —-----m--mmmmmm oo >| _ G_oooas 180
J __ G_00169
FRTI = 0.03 --> | . __ G_00162
--> FFII = 0.37 --->|--> FSII =0.56 ——>[ — G_00160 3
MFDI = 0.37 --> ! . /
Alert:low
DVII = 0.15 --> |
--> FVII = 0.54 ---> |--> FDSI = 0.57* -180
QSVI = 0.53 --> [ Alert:high 5 (f-fo) [%]
— G_0o048
PFII = 0.58 --> ) — z—ggizz
--> FPIT = 0.44 ---------------------- =] " o060 A
LSII = 0.00 --» — & L YA,
L Ll L L L L Ll ELLCLEaCECcgLga<s -
-5
0 75 15.0 225 30.0 [s]
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Parallel Computing —
Software Structure

— o R e R e e e R M R M M R R e e M M M M R M R M e e M M M M M M R R e e e M R R R e e e

DSA Client

SIEMENS

—— oy,

l
I 7~ DSA N " Server Cluster

' |- Contingency selection | [\ Database /| | SCS

' | - Selection of future WP - Simulation i Providi

' | - Contingency modelling results for | - FTOVI ':‘q[

' |- Preparation of results analysis and | ! |(\:/|0r3p|u arl\lon power
. | for visualization visualization/ @ |~ VOd€l Changes

. \f/ ' | - Execution of

: ‘. —— | PSS®NETOMAC

' Contingency | list esults | Pre-zlamalyss of

| ; | results

| PCC - Middleware !

' |- Server « -

' | management Distr. of Tasks

' | - Task scheduling (RMI) \

B T T ——

_______________________________________________________
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Base for the Dynamic Contingency Calculation SIEMENS
PSS®NETOMAC — Modules

Steady-state Time Domain Linearized Additional Tools

Common Data Base User Interface Engine for
for system components, machines, ... NETDRAW (Light) - NetCad /GMB (Professional) PSS®E - PSS®SINCAL

]

Load Flow Short Circuit Mode Stability
Mode (IEC / ANSI) _ Mode

4 2

Frequency Eigenvalue
Mode Mode

Pre- / Post-Processing

Import / Export
Filter

Balanced Balanced

Program Automation

Unbalanced

8 : Model Libraries
/| Eigenvalue Screening
(in Time Domain)

DC-Load Flow

Event Scenarios

ST

Controller in Load Flow

Optimization
Identification

| e =
Frequency response
Resonances

L

Dynamic Network
Reduction

1 TR&FOI
i1 {7

= |
o | Capem o e | |

e

GEN1 £

Cmmak

sl

;\ PC Real Time
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PSS®NETOMAC DSA System Structure

Visualization
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SIEMENS

Simulation results and computation time using one CPU

Page 48

CPLU-time [s]

1l

th
]

=
=

[}
=

P
=

—
=

Real-Time

—— LICTE
—=— mediterranean Ring

N
AN
A
M

time-step [ms]

Grid 1: UCTE

610 Generator
4.400 HNodes
21.000 Branches

1.050  Controller

2011-02
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Grid 2: Mediterranean Ring

712 Generator
7.600 HNodes

31.200 Branches
1300  Controller
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SIEMENS

Protection Security Assessment — PSA (1)

= Actual switching and load state

» Data base of installed relays, relay functions, characteristic and settings
» Stepped event simulation (at busbars and along lines)

» Check of relay pick ups and selectivity

» Check of fault clearing time

= Breaker failure and relay failure are simulated and analysed

» Results displayed in tabular and graphical form

Page 49 2011-02 Dr. E. Lerch, E D SE PTINC NASPI 2011



SIEMENS

Protection Security Assessment — PSA (2)

o2t & & = B - T w1 - TRktalels
: Protection Fault State
(i

Results and documentation of PSA with PSS™SINCAL
s R graphical selectivity presentation and selectivity evaluation

b pick up at grourd fault
wiolation of selective tripping tme at devices not alowed for tripping

wWaning 2 therrrical damage of At kast one network slement
tripping of dovicas not alawed for tripping

‘Wamning 3 Unable to clear fault

(=73 urabie to check thesmacal nading
wiolation of selactive tripping tme at davice alowead for rioping

Campus

MNode Fault Nane Elament Dist. State
[%]

LA _wiesl ua_wassdnch L4 LS A5, G50 o [ J _—

K8 L21 35,280 Ok ° T T T T T T T T T T o
KS L4 53,100 wamningz @

553 LS 51,580 warning 2 @

563 z5 &, 770 wamningz @

K3 L1 52,320 waring 2 @

KS44 LS94 0,000 waming 2 @

52 L3z 50,260 waming 2z @ 2 p

8

k¢ ]

10

11

12 -

13—

. . . 14

Results and documentation of PSA for localisation as
of unselectivities 1S
17

18

Horizontal axis: fault at line length 0% ... 100% 19

Vertical axis: line number ;‘:

Grey scales:  fault clearing time 25 H

White: no protection trip = ———eeeee e

Black-White: non Se|eCtive'[I’ip L1 ] 5 10 115 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
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Morocco Project SIEMENS
(FAT February / March 2009)
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DSA System Structure
Implementation in the SINAUT Spectrum System
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Morocco Project
15-minutes cyclic cuts from EMS
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SIEMENS

Scenario Configuration
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SIEMENS

Evaluation of Simulation Results
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