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Topics Covered

• NERC PCS Project Status

• The openPDC Project

• Technical Project Update
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FPL is offline for 
NERC CIP upgrades.

Example Operational Report

Operate the SuperPDC
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Uptime Statistics

Operate the SuperPDC
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Storage Space

Operate the SuperPDC
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NERC PCS Project - 5-Year Plan
• 2009

– Develop NERC PCS
– Deploy 2 BETA NERC PCS Nodes
– Set up Central Archive Infrastructure

• 2010
– Deploy 5 Production NERC PCS Nodes
– Set up Communications Network
– Operate / Grow Central Archive

• 2011
– Deploy 9 (4 new) Production NERC PCS Nodes
– Integrate NASPInet into NERC PCS Network
– Grow Communications Network
– Operate / Grow Central Archive

• 2012
– Deploy new Production NERC PCS Nodes
– Grow Communications Network
– Operate / Grow Central Archive

• 2013
– Deploy new Production NERC PCS Nodes
– Grow Communications Network
– Operate / Grow Central Archive

Develop the NERC PCS
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2009 Deliverables and Status
• Develop the NERC PCS

– System development is currently in progress.
– TVA expects to start internal beta testing in late October.

• Setup central archive (Hadoop)
– The test system has already been successfully deployed.
– We expect to purchase production hardware starting in 

October.
• Deploy pilot version of NERC PCS

– The contract for beta node hosts is being developed.
– TVA is working with PJM to setup a VPN based LAN-to-

LAN interim link.
– The test system is expected to be deployed in early 

December.

Develop the NERC PCS
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Planned 2010 Deliverables
• Complete PCS Security Assessment and implement 

recommendations
• Add 3rd beta NERC PCS Node (April)
• Formal release of NERC PCS system production 

version 1.0 (July)
• NERC PCS comes online as all beta nodes are 

moved into production (July)
• Deployment of 4th NERC PCS node (September)
• Deployment of 5th NERC PCS node in (November)
• Add addition central archive storage (as required)

Develop the NERC PCS
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Topics Covered

• NERC PCS Project Status

• The openPDC Project

• Technical Project Update
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• TVA has announced that the core of the 
NERC PCS (the TVA SuperPDC) will be 
open source

• Objective is to better support 
Stimulus/DOE plans to accelerate use 
of synchrophasors in the US

• Release will be made under a liberal 
open source agreements the supports 
vendor commercialization

• Key design element is the ability for 
others to easily extend the openPDC at 
the input, action or output layer

• TVA’s hope is that this code will be an 
enabling technology for the industry 
and vendors at the international level

• TVA will be seeking partnerships to help 
extend and improve the openPDC

The OpenPDC Project

http://openPDC.codeplex.com 
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• The TVA Code Library: this consists of code for 
handling sockets, threading, error management, and 
security plus basic data concentration and archival 
and general phasor protocol parsing and 
recomposition. 

• The openPDC synchrophasor projects: these 
include all the TVA SuperPDC components plus the 
TVA PMU Connection Tester.

• An experimental prototype implementation of 
NASPInet is in the code in its nascent stages to spur 
further development and discussion.

What’s Included…

The OpenPDC Project
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Source Code Status

• Code based on TVA’s SuperPDC that has been in 
production use since 2004.

• The source code is based on .NET 3.5 and written 
almost exclusively in managed C#.

• The code set has over 300,000 lines of fully 
documented code spanning 630+ classes.

• Includes detailed API help files for the source code.

• Everything needed to create your own operational 
PDC is included in the code.

And… the openPDC manager, a web based remote configuration tool, 
is under development and scheduled for beta release November 1.

The OpenPDC Project
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Priorities on Documentation
• Lines of code vs. documentation

– Of the 300,000 lines of code, 6% are structured API 
comments which are used to create the integrated help.

– To give you an idea of the amount of help this is - the 
API help will fill out over 4600 printed pages.

• The four priority levels
– API Level Documentation - completed
– Getting Started Documentation - completed
– System Documentation – in progress
– Operational Documentation – not started

The OpenPDC Project
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Help can be integrated within Visual Studio

The OpenPDC Project
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Step-by-step instructions are provided

The OpenPDC Project
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The Pre-Release Review
• Companies Participating:

– Information Trust Institute (University of Illinois)
– Pacific Northwest National Labs
– AREVA T&D

• Reviewers were selected from a university, a 
national lab and a vendor to get a balanced set of 
views.

• Review was conducted by these independent 
entities to help find any issues and provide insight 
into possible improvements prior to release.

The OpenPDC Project
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ITI/Illinois Preliminary Review
• Preliminary Review Completed Oct 2, 2009

– ~50 man-hours
– Mostly manual with some help from tools

• Preliminary review focused on compatibility and 
security
– Several issues identified in input/bounds checking, 

access control, information leakage, crypto
– Preliminary review report submitted to TVA

• Identified important topics for further review  

TVA is actively addressing these topics; some of 
which have already been resolved.
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Device to Data in Five Easy Steps
1.Create a project
2.Add references
3.Copy in the code snippet
4.Set up your data source
5.Run the application

(6) Take the afternoon off.

The OpenPDC Project
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http://openpdc.codeplex.com

• Any public contributions consisting of new features, 
updates or fixes will be accepted by TVA. 

• All contributions will be reviewed for security and 
completeness before they are integrated with the 
public code. 

• Copyrights and attributions to contributors will remain 
in the code.

• Register (free) to be notified via email of code updates 
and improvements.

Where do I get the code?
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What’s Happening Now…
• We are busy developing the NERC PCS; however, the 

NERC PCS is based on this open source code. Any 
changes, updates or bug fixes we make to the code will 
be made available to you.

• We’ll be encouraging other developers to add to the 
open source code base. To accommodate more 
developers, we are adding unit tests to the code so that 
changes made by others can be tested for consistency.

• An initial version of the “Getting Started Guide” and 
FAQ have been posted to the website. As we get 
more questions, we will answer these and post them to 
the FAQ.

The OpenPDC Project
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Topics Covered

• NERC PCS Project Status

• The openPDC Project

• Technical Project Update
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NERC PCS Technical Progress
• The NERC PCS has the 

openPDC as its core 
technology

• The core has been wrapped 
with NERC proprietary 
elements

• An experimental “NASPInet-
like” protocol for inter-node 
communication is in 
development.

• Code is well along in 
development for transfer of 
regional node data to the 
central archive

Develop the NERC PCS
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The NERC PCS Central Archive
• A test system has been 

deployed and is operational.
• This test system is based on 

“Hadoop” technology.
• Hadoop is an open source 

product that uses low cost 
commodity hardware to 
redundantly store data.

• Hadoop also enables parallel 
processing of massive 
amounts of data.

• We are currently developing 
the recoverable data transport 
process for moving data from 
a “Regional Node” into the 
central archive.

Develop the NERC PCS



TVA – Power Control Systems24

NASPI WG - NERC PCS Project

Hadoop Pilot Operational
• Pilot hardware installed 

and operational
• Total cost ~$20k

(direct cost $16.5k)
• Storage:

– 48 TB Physical
– 14 TB Effective

(3 way replication)
• Capable of 109 MB/sec 

write speeds per drive 

Develop the NERC PCS
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Poster/Handouts – To explain more

Develop the NERC PCS
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