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openPG Releases 

2011 2012 2013 

Alpha Release 
Beta Release  

Version 1.0 

Version 1.1 

• openPG Manager improvements 
• Oracle support 
• C37.118 stream mirroring 
• Throughput improvements 
• C37.118 (2011) support (preliminary) 
• Bug fixes 

• Security improvements 
• Alarming improvements 
• Trusted Union association improvements 
• Gateway protocol extensions 
• Validated C37.118 (2011) 
• C++ API for output integration 
• Bug fixes 
UIUC 

Testing 

See: openPG.codeplex.com  

Funding from: 
• NERC 
• Entergy SGIG 

http://www.openpg.codeplex.com/
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A Phasor Gateway 
• What are functions of a gateway? 
• What are gateway specifications? 
• How does a gateway exchange data?  

Has this format been standardized? 
• How do PDC’s exchange data with 

gateways? 
• How do gateways interact with a 

national registry? 
Questions from Vikram Budhraja, August 2011 
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What’s a gateway for? 

• It makes the job of exchanging 
phasor data easier 
 

• It is a necessary edge device, to 
protect critical infrastructure and 
facilitate security compliance 
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Authorize Measurements for Publication 
For a particular 

Subscriber 

Denied 
Measurements 

Allowed 
Measurements 

Allowed Groups 

Denied 
Groups 
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Frame-based protocols don’t 
always scale well. 

• In theory, C37.118-2005 can scale to the 64K UDP 
packet limit. 

• In practice, UDP has been found to frequently be 
throttled to 16K packet sizes – around 130 PMUs. 

• 61850-90-5 includes more overhead than C37.118 
• Solution 

– Add configuration complexity through use of multiple 
output streams 

– Implement the a phasor gateway which has been 
designed for very-high volume phasor traffic 
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Typical Phasor Gateway 
Implementation 
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What’s a gateway for? 

See: openPG.codeplex.com  

http://www.openpg.codeplex.com/
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What are gateway specifications? 

• NASPInet Gateway Functional 
Specifications 
 

• Detailed Requirements and Phasor 
Gateway Metrics, Entergy SGIG 
Project 
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openPG-NASPInet Alignment 
NASPInet Gateway Key Requirement openPG 

Serve as the sole access to the Data Bus Aligned.  The openPG is the sole access point for 
exchange of phasor information with other openPGs 
with establishing trusted gateway unions as a key 
design element. 

Facilitate and administer registration of 
PG_REQUESTER’s PMU, PDC, and signals 

Aligned. The openPG configuration database contains 
metadata on the phasor measurements.  An openPG 
downloads the metadata for points it is authorized to 
receive from other openPGs. 

Facilitate and administer the subscription and 
publishing of phasor data 

Aligned. The openPG supports both publishing and 
subscription of phasor data. 

Monitor data integrity Aligned.  Each block of points transferred by the 
openPG contains checks to assure data integrity. 

Manage traffic priority through the PG according to 
service classes 

Not Aligned.  All data exchanged by the openPG is in 
the single service class of “critical real-time data”. 

Provide logging of data transmission, access controls, 
and cyber security for analysis of all anomalies 

Aligned. The openPDC produces both configuration 
and operational logs 

Provide application programming interfaces (APIs) for 
interfacing with PG_REQUESTER systems and 
applications. 

Aligned. The openPG is extensible by the user through 
development of new input and output adapters. 
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How do gateways exchange data? 

• Today, there is no standard for 
gateway-to-gateway data 
exchange. 
 

• GPA has created one for the 
openPG – nominally 9 bytes. 
 

Data exchange efficiency is among the most important 
design considerations for a phasor gateway.  
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openPG - Gateway Exchange Protocol 
• Point ID – A 16 bit integer that points to a GUID point 

identifier that that’s provided in the command channel 
(2 bytes) 

• Time – The milliseconds from an absolute time 
measurement provided in the command channel 
(2 bytes) 

• Value – A 32 bit floating point real number (4 bytes) 
               Note: Version 1.0 of the openPG will support additional 
     data types. 

• Flags – Single bit flags that are inclusive of C37.118 data 
quality flags  (1 byte)  that includes a flag to allow for 
full resolution time (which adds 6 bytes) 
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How does the openPG exchange 
data with PDCs (or other systems)? 

• Gateway Inputs 
– All standard phasor protocols 

• Gateway Outputs 
– Gateway Protocol 
– IEEE C37.118 (2005 or 2011) 
– ADO Adapter for SQL Server 
– Custom Interfaces 
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Mirrored C37.118 Output 
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openPG Custom Interfaces 

• Attach to events 
• Initialize 
• Connect to openPG 
• Get metadata 
• Provide openPG list of 

desired points 
• Subscribe (get data) 
• Provide data to application 

 

• Read configured list of 
desired points 
(provided by openPG Manager 
extension) 

• Points are received by 
adapter on change 

• Provide data to a service and 
port in custom format 

 

Solution 1 – Use the openPG API to 
allow the application to consume 
GEP data 

Solution 2 – Use the openPG 
adapter template to develop a custom 
output or action adapter 

 
   A C++ API will be 

provided with 
Version 1.0 to 

facilitate integration 
with systems that 

cannot 
accommodate .NET 
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How do gateways interact with 
Registries? 

• The openPG is registry indifferent 
– Subscribing openPG nodes are provided 

configuration data from publishing nodes 
 

– openPG provides easy-to-configure name 
translation services 
 

– openPG can easily be integrated with enterprise 
data modeling systems – or a regional naming 
service 
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Edit Measurement Meta Data 
Defaults assigned 
based  on input or 

exchange data 
 

Fields can be 
edited to perform 
name  translation 

-- as published  
-- as subscribed 

 

Search and Select 
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DOE SIEGate Project 

- Resists cyber attacks 
- Preserves data integrity 

and confidentiality 
- Meets real-time 

performance 
requirements 
 

SIEGate is a security-
centric edge-device for 
all types of operating 
data that 
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SIEGate High Level Requirement Categories 

• Operational 
– Data Classes 
– QoS/Performance 
– Availability 
– Scalability 

• System Integration 
– Data Interfaces 
– Secure Logging 
– Alarming and Notifications 
– Interoperability 

 
 

 

• Security 
– Compliance 
– Administrator Access 
– Data Security 
– Key Management 
– Failure Management 

• Administrative 
– Configuration 
– Monitoring 
– Backup and Restore 
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